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Introduction

This document is intended for software vendors who wish to develop applications that interact with
Colorado Medical Assistance Program SFTP file delivery and retrieval system. It was created and is
maintained by Gainwell Technologies for the purpose of uploading and downloading Health Insurance
Portability and Accountability Act (HIPAA) compliant transactions.

Trading Partners cannot receive Health Care Claim Payment/Advice (835) transactions without
selecting the transaction type(s) and signing the Trading Partner Agreement in the Enroliment
Application. Refer to the Getting Started Guide for more information.

Interface Standards

Colorado Medical Assistance Program file delivery and retrieval system interfaces support two of the
most used channels of communication, HTTP/S (web) and Secure File Transfer Protocol (SFTP),
giving clients a variety of interfaces to develop robust interchange solutions.

Web interface

The web interface is comprised of one independent HTTP/S application interface that support batch
ASC X12 transactions. A diagram of the interaction flow is below.

Secure website
Colorado Medical Assistance Program file delivery and retrieval system secure website is located at:

User Acceptance: https://mft.gainwelltechnologies.com/colorado-fts-np
Production: https://mft.gainwelltechnologies.com/colorado-fts

The website is an interface that allows users to upload and download files to and from the batch file
repository. Once logged in, users can upload batch files to the secure server for processing. To
upload batch files, navigate to the ToHPE folder, and launch the upload/download wizard. To retrieve
batch response files, navigate to the FromHPE folder, and click the download link next to each file
displayed.

Complete user interface documentation can be found by clicking on the “Help” link found in the menu
in the middle of the home screen. A screenshot of the website is provided below.

Note: Batch ASC X12 files must be uploaded one at a time. Users cannot use the zip option
within the upload/download wizard.
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SFTP interface

The SFTP interface supports batch file uploads and downloads only. Users may use SFTP (SSH)
clients such Filezilla, Putty, and WS_FTP Pro to transfer files or develop software that will logon and
transfer files programmatically using SSH protocol. Complete specifications can be found in the
“SETP (FTP over SSH) Specifications” section of this document.

SFTYSSI) >%

Colorado Web Server

LTS

Trading Partner User
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SFTP (FTP over SSH) Specification

This section covers the most frequently used SFTP commands. An SFTP connection can be
established using mft.gainwelltechnologies.com.

Note: Users are required to change passwords on first login.

When logging in through SSH/SFTP on port 22, you must prefix your username as follows:

colorado-fts-np\username for non-prod
colorado-fts\username for prod

Uploading files

To upload files via SFTP, navigate to the ToHPE directory and upload the file following your specific
SFTP software instructions.

Downloading files

To download files via SFTP, navigate to the FromHPE directory and retrieve the respective file,
following your specific SFTP software instructions.
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Security Standards and Practices

In order for Gainwell Technologies to guarantee a safe and stable working environment, the following
security standards and practices have been established. These measures protect users and Gainwell
Technologies from potential threats.

Password creation requirements

Passwords must contain:

. A minimum of 8 alpha-numeric-special characters
. At least 1 upper and 1 lower case alpha character
. At least 1 number

. At least 1 special character Passwords cannot:

o Be similar to username (TPID)
o Use any common ‘dictionary’ words

o Use previous six (6) passwords
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Modification Log

Author Section Nature of Change

Rev Date

#
1.0 02/02/2026 Gainwell All Initial Creation of SFTP specific
Technologies Connectivity Guide
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