MCC Multifactor Authentication Setup & Management Guide

Purpose:

This document is intended to provide end users of the Colorado Department of Health Care Policy & Financing, Member Contact
Center Salesforce hosted database (MCC) guidance on the initial set up of multifactor authentication (MFA) for accessing MCC, as
well as ongoing management. This guide only addresses setup and management of the Salesforce Authenticator application, which
is the preferred MFA option for MCC.

What is MFA & Why Is It Important?

As the security landscape evolves & threats that compromise user credentials grow more common, it’s important to implement
strong security measures to protect client data.

Usernames & passwords alone don’t provide sufficient safeguards against unauthorized account access. MFA adds an extra layer of
protection against threats like phishing attacks, credential stuffing, & account takeovers.

MFA requires users to prove they’re who they say they are by providing two or more pieces of evidence - or factors - when they
log in.

One factor is something the user knows, such as their username & password combination. Other factors are verification methods
that the user has, such as an authenticator application or security key.

By tying user access to multiple, different types of factors, it’s much harder for a bad actor to gain entry to MCC. Even if a user’s
password is stolen, the odds are very low that an attacker can guess or impersonate a factor that a user physically possesses.

Approved Multifactor Authentication Applications

The Salesforce Authenticator application is the preferred MFA option for MCC as it provides a very seamless user experience.

However, Salesforce is compatible with any authenticator app that generates temporary codes based on the OATH time-based
one-time password (TOTP) algorithm. Popular MFA options include Google Authenticator, Microsoft Authenticator, & Authy. If you,
or your organization already have a preferred MFA app you may use that option to meet the MCC MFA requirement.



Initial Setup of Salesforce Authenticator Application
1.

Download the Salesforce Authenticator application to your smartphone. The application is compatible with both i0S &
Android operating systems.
a.

If you do not have a device that you can install this, or any other MFA application on please notify your supervisor
so arrangements may be made to find an alternative solution.
2.

Complete the basic setup of Salesforce Authenticator on your device.
a. Complete brief overview tour of the application
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https://apps.apple.com/us/app/salesforce-authenticator/id782057975
https://play.google.com/store/apps/details?id=com.salesforce.authenticator&hl=en_US&gl=US
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3. Navigate to https://hcpfccc.my.salesforce.com/ on a 5. Go back to your application & click “Add Account”
computer & enter your username & password to login which will then provide you with two words to enter
into MCC at https://hcpfccc.my.salesforce.com/ in your web browser.
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verification words. Close Two-Word Phrase

Connect Salesforce Authenticator

For security reasons, you have to connect Salesforce

Authenticator to your account. The app sends a

notification when we need to verify your identity, and .

you verify with just a tap. You can also enable location S e r | O U S p U | S e
services to have the app verify you automatically from

trusted locations. The app provides codes to use as an

- .
alternate verification method. . COpy to Cllpboard
1. Download Salesforce Authenticator from the App
Store or Google Play and install it on your mobile Enter this phrase on the app connection page in
device. your account. Then confirm the connection on your

2. Open the app and tap to add your account.
) phone.
3. The app shows you a unique two-word phrase. Enter
the phrase below

Two-Waord Phrase

Bafk

Choose Anather Verification Method

Or Scan QR Code



6. Follow the prompts in the app to confirm adding the JeHEidl & 2i20(BM -

MCC account.
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7. Your MCC account is now linked to the Authenticator
application & is ready to use.
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Allow Location Services

Salesforce Authenticator uses your
location to automatically approve you.
When prompted, choose "Allow While

Using App". Later, when your device
prompts again, select "Always Allow". Your
location never leaves your device, and the

app uses minimal battery.



8. When you login for the first time you will get an email
from Salesforce ‘A new verification method was
added to your Salesforce account. You do not need to
do anything.



